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def rsa(bits):
proof = (bits <= 1024)

def
def

p

q
n

phi
while True:

next prime(ZZ.random element(2**(bits//2 +1)), proof=proof)
next prime(ZZ.random element(2**(bits//2 +1)), proof=proof)
P *gq

n= (p-1) * (q-1)

e = ZZ.random _element(1l,phi n)
if gcd(e,phi n) == 1: break

d = lift(Mod(e,phi n)"(-1))
return e, d, n
encrypt(m,e,n):

return lift(Mod(m,n)”"e)
decrypt(c,d,n):

return lift(Mod(c,n)”d)

time e,d,n = rsa(1024); e, d, n

time c

(6312415659001995132687679040379214962194575485315447525483454940¢
81716901398670776854427324008056983694341006654383923964105493106:
19180855048420114273988003836385485735051191829784248457141450584¢
099913736069348082357705777157999793076905664512086822966223270507
63418005007795790941562734012996438123006863485871732329125957437¢
22776475202861766685299186931344125826060007967088445439467959676¢
97088859231335870767861475436858798077476278542746117959454958927¢
16849608381007826868859401150497353379361917114498177115574000120¢
84550742203097710994121887549652996895210783630053420245231436487¢
63418502825196224516579881052732368631780972917200432158099601082!
62067113460083320040445606901489667334063392327247639886350222535¢
33419873104135317687068986420853124074155048099280823620320625475:
CPU time: 2.60 s, Wall time: 6.15 s

= encrypt(123456, e, n)
CPU time: 0.00 s, Wall time: 0.00 s

time decrypt(c, d, n)

123456
CPU time: 0.00 s, Wall time: 0.01 s

time e,d,n = rsa(2048)

CPU time: 0.46 s, Wall time: 0.74 s

time e,d,n = rsa(4096)

CPU time: 19.43 s, Wall time: 30.86 s

def encode(s):
s = str(s)
return sum(ord(s[i])*256”1 for i in range(len(s)))

def

m

decode(n):

n

Integer(n)

v =[]
while n !'= 0:

return

v.append(chr(n % 256))
n //= 256
"'.join(v)

encode('Run Nikita!'); m

40354769014714649421968722

decode(m)

'Run Nikita!'
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def crack rsa(n, phi n):
R.<x> = PolynomialRing(QQ)
f =x"2 - (n+tl -phi n)*x + n
return [b for b, in f.roots()]

crack rsa(31615577110997599711, 31615577098574867424)
[8850588049, 3572144239]

def crack when pq close(n):
t = Integer(ceil(sqrt(n)))
while True:
a (abs(t”2 - n)).sqrt _approx()
S Integer(int(a))
if s™2 + n == t72:
return t+s, t-s
t+=1

crack when pqgq close(23360947609)
(153649, 152041)

p = next prime(27128); p
340282366920938463463374607431768211507
g = next prime(p)

crack when pq_close(p*q)

(340282366920938463463374607431768211537,
340282366920938463463374607431768211507)

def crack given decrypt(n, m):
n = Integer(n); m = Integer(m); # some type checking
# Step 1: divide out powers of 2
while True:
if is odd(m): break
divide out = True
for i in range(5):
a = randrange(1l,n)
if gcd(a,n) == 1:
if Mod(a,n)”~(m//2) '= 1:
divide out = False
break
if divide out:
m=m//2
else:
break
# Step 2: Compute GCD
while True:
a = randrange(1l,n)
g = gcd(lift(Mod(a, n)~(m//2)) - 1, n)
1f g '=1 and g != n:
return g

n=32295194023343; e=29468811804857; d=11127763319273

crack given decrypt(n, e*d - 1)
737531
factor(n)
737531 * 43788253
e,d,n=rsa(256)
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e
20841923986951095304074967317597855440456581374983964652925891337:
d
76066630853966047040045510537848861279604218503000003597678147195¢
n
18821859842558515702315547342447571560056329882141822475501908410:
len(n.str(2))
251
p = crack given decrypt(n, e*d - 1); p
12202585348503842840326043178600914503
n%p
0
192/2
96
4276145690952236893077378500600050545465986689

n

n

next prime(randrange(2796))*next prime(randrange(2797))

len(n.str(2))
190
time qsieve(n)
([30542096733015749101630412363, 33210846416777400252241121297], '
CPU time: 0.03 s, Wall time: 15.79 s
len(n.str(2))
190
time factor(n)

30542096733015749101630412363 * 33210846416777400252241121297
CPU time: 13.07 s, Wall time: 22.65 s
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